Bridging the air-gap

Out of sight, (but not) out of mind
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Attack scenario

Exfiltration
and
data extraction

Expansion

and
data collection
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Famous examples: Agent.BTZ

Infection

Security @& 21
US Army bans USB devices to contain autorun.inf
worm
, , rundl1132.exe .\\[random_name].dl11,InstalIMm
Unfriendly fire
By John Leyden 20 Nov 2008 at 13:41 SHARE ¥

The US Army has reportedly suspended the use of USB and removable
media devices after a worm began spreading across its network.

Use of USE drives, floppy discs, CDs, external drives, flash media cards
and all other removable media devices has been placed on hold in order
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Famous examples: Agent.BTZ

Expansion

I TITCLICLT I /
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Famous examples: Agent.BTZ
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I TITCLICLT I /
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Famous examples: Stuxnet

CVE-2008-4250

CVE-2010-2729

- e Natanz Nuclear
----------- FaCIIIty
Contractors
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Famous examples: Stuxnet

Expansion

CVE-2010-2772 B [
CVE-2012-3015 ) ] i) ;
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Famous examples: Stuxnet

Attack 1 — Centrifuge Overpressure Protection System

Replay Lock exhaust
Record sensor recorded valves to
values — 21s values in a create
loop overpressure

Attack 2 — Centrifuge Drive System

Decrease
speed 500x
and speed up
again

Lock rotor Increase rotor

speed to a speed to 30%
fixed value above normal

S7-315
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Famous examples: COTTONMOUTH

COTTONMOUTH-I

(TS/ISH/IREL) COTTONMOUTH-I (CM-I) is a Universal Serial Bus (USB) hardware implant
which will provide a wireless bridge into a target network as well as the ability to load exploit
software onto target PCs.

COTTONMO UTI'I 1
_I-me‘

LT Illﬁ_

http://www.nsaplayset.org/turnipschool
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Famous examples: COTTONMOUTH

COTTONMOUTH-I COTTONMOUTH-II

(TS/ISHIREL) COTTONMOUTH-II (CM-Il) is a Universal Serial Bus (USB) hardware Host
Tap, which will provide a covert link over USB link into a targets network. CM-Il is intended
to be operate with a long haul relay subsystem, which is co-located within the target
equipment. Further integration is needed to turn this capability into a deployable system.
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Famous examples: COTTONMOUTH

COTTONMOUTH-II COTTONMOUTH-II

(TS/ISIHIREL) COTTONMOUTH-I (CM-I) is a Universal Serial Bus (USB) hardware implant,
which will provide a wireless bgge into a target network as well as the ability to load exploit
software onto target PCs.
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Famous examples: Brutal Kangaroo

Brutal Kangaroo

Drifting Deadline Shattered Assurance Broken Promise Shadow
(infection) (expansion) (postprocessor) (persistence)

None EZCheese Lachesis RiverJack
WELRTEY (CVE-2015-0096) (autorun.inf) (library-ms)
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Famous examples: Brutal Kangaroo

Infection Expansion

Brutal Kangaroo

Drifting Deadline Shattered Assurance Broken Promise Shadow

(infection) (expansion) (postprocessor) (persistence)

Shattered Assurance: A server tool that handles automated infection of
thumbdrives and the primary mode of propagation for the Brutal Kangaroo suite.
Shattered Assurance utilizes Drifting Deadline for the individual infection of

thumbdrives
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Famous examples: Brutal Kangaroo

Extraction

Brutal Kangaroo

Broken Promise Shadow
postprocesso (persistence)

4 comsvesncon U <
Select Application] None Selected.
Lo | B S

Free zce o leavecntaget ytenc [ [[2x -ﬁ‘ Shadow Tasking Configuration Utility

\¥| Convert all USB drives to Shadow drives

S shadaw Choose File <Select Input File>

Service Description.  PAWNED!

Install Directory: .

[C3IDL_COMMON_APPDATA  ~| ‘Apps HBCW ID: l vl
Default Inbox Directory: (receiving)

[CSIDL_COMMON_APPDATA | Apps\(5F36E 96B-£325-11CE -BF FE-080028E" .' Copy File I E e Payload I Update Program l Survey & Tasks File Collection |

Default Dutbox Directory: [tasking)
I CSIDL_COMMON_APPDATA v ] Apps\[BA3BEIEB-E 325-11CE-BFFE-0B002BE
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Research: Covert-channels

Electromagnetic

CTX4000 /@

ANT Product Data

SURLYSPAWN
ANT Product Data

‘16
(TS//SW/REL TO USA,FVEY) The CTX4000 is a portable continuous wave (CW) (TS//SU/REL TO USA FVEY) Data RF retro-reflector. Provides return S F O S D E M
radar unit. It can be used to illuminate a target system to recover different off net | 8 Jul 2008 modulated with target data (keyboard, low data rate digital device) when 07 Apr 2009

information. Primary uses include VAGRANT and DROPMIRE collection. | illuminated with radar.
.
http://bit.ly/2wTsXGs

(U) Capabilities
(TS/ISI/REL TO USA,FVEY) SURLYSPAWN

32NDS
has the capability to gather keystrokes without
requiring any software running on the targeted
system. It also only requires that the targeted
system be touched once. The retro-reflector is
compatible with both USB and PS/2 keyboards.
The simplicity of the design allows the form
factor to be tailored for specific operational

. . . req Future will include
laptop keyboards.

USBee, AirHopper, GSMem (Guri et al.)
‘L:)“’ (\ - (\ l%“’ >>>>> .
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Research: Covert-channels

RSA Acoustic Cryptanalysis (Genkin et al.) badBIOS

?

On Covert Acoustical Mesh Networks in Air (Hanspach and Goetz)

2
18 4B
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-84
90d8 SO00H: 10000H: 15000H: 20000Hz 25000H: 30000Hz 35000H: 4D000H: 45000H:
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Research: Covert-channels

Revealing Hidden Services by their Clock Skew (Murdoch) BitWhisper (Guri et al.)

0.0 De-noised
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Attacker Tor Network Hidden Server
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Fri11:00 Fri 21:00 Sat 07:00 Sat 17:00

Time

HVACKer: Bridging the Air-Gap by Attacking the Air Conditioning System (Mirsky et al.)

AIRGAPPED DOMAIN “PUBLIC DOMAIN

[g] P — = av, \/ /

A/C Central A/C

Targeted aiiad il managment unit Internet C&C Attacker

hosts I}
/
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Research: Covert-channels

Ambient Light Sensors (Hasan et al.) XLED (Guri et al.)
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Research: Covert-channels

Seismic Magnetic

—

)

Sensing-Enabled Channels for Hard-to-Detect Command and Control of Mobile Devices (Hasan et al.)
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Future?

— g an =m e

Al A2 A3 A4 A5 AL AT AR A A0 A1l Al2
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Example attack vectors

Evil Cable

Cable Cable

VCONN Source 1
P —— '—'\J"ICDI"JNAI Plug Electronically Marked Cable Plug'
(DFPfUFP) (SOP') (soP")

oy 300 kbps + 10%

g

signaling

<
{ SopP” )
<

SOP signaling )

EMCA

6.4.4 Vendor Defined Message

The Vendor _Defined Message (VDM) is provided to allow vendors to exchange information outside of that defined by
this specification.
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Example attack vectors

Evil Cable

Firmware Bank
p)

Firmware Bank Patched
1 Firmware

Bootloader Bootloader

OS fingerprinting?
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Example attack vectors

Evil Charger

Laptop connected :=__.5 /O

to Internet
/@' -\0 Patched
Firmware
—— /
laptop
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Example attack vectors

Evil Charger

104-02050012S0

- £
~———  HKC0205040-2A(k 2 50) I8 »
| REVTO! 2016218 y
/ i = ®“‘ SHO94VD &
' - - - E24877 g2
- - o S
; . .

http://www.chongdiantou.com

s
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Example attack vectors

> Evil Dongle

BadUSB scenario on an HDMI dongle
SBU1 CC

Al2 A1l Al0 A9 A4
|GND| |RXZ | |RX2 l IVBUS|-n-|VBUS| |TX1 l ITX:L | |GND|
|
. |
|

|GND| |sz+| |sz—| |vsus|-| I | |-|vsus| |Rx1 | |Rx1 | |GND|
BL B2 B3 B4 B5 B6

B9 B10 Bll Bl12

VCONN SBU2

WorseUSB
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Countermeasures?

Superglue in a USB port? Disabling firmware upgrade? Firmware signing?

USB Type-C Authentication Specification
Table 2-1: Summary of Cryptographic Methods

Method Use
X509v3, DER encoding Certificate format
ECDSA using the NIST P256, Digital signing of Certificates and
secp256r1 curve, uncompressed point | Authentication Messages
format
SHA256 Hash algorithm
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Bridging the air-gap: Takeaways

@ USB is the most frequent air-gap attack vector
@ USB-Cintroduces new methods for bridging the air-gap

@ Proposed countermeasures are not yet widely implemented
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1. Remove cap

1l
2. Insert glue nozzle
into USB port and
apply liberally }%

3. Kick back and relax, your
endpoint security problems
are over!

Thanks for your attention!

Questions?
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